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Cyber Security for Business
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(Online Scam Awareness)
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4 Social Safety Nets
Confirmation bias
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Understanding Modus Operandi
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Technological Literacy
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Cyber Support Unit
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Understanding Modus Operandi
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Cyber Support Unit
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Cyber Support Unit
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2. msti@vaikio (Contact Method)
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WuWAdUWILODS/TIde03Nne
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Holufdovavdewawund
wonBus1alkeysIuAULIE...
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(THE EXTORTION)
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KadNALNULIDUDIDAUAD
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giukaznalav: aalaasv "adwlnviaiisn” (Fabricated Trust)
Sa3nentovkav Romance & Hybrid Scam: ;1nAuwUankii dukdanlouly

5. Auan (The Trap):

vulopnuigataady
Future Faking & The Pivot

(The Ladder of False Trust)

3. thmatndougve 4. nWAU (The Secret):
(Love Bombing):

Dopamine Hack .

o0 D ..
B Aaivdo S

Sunk Cost Fallacy
(Aunuow)

Wufimauwd
yauw1dn
kJounuasu!

1. KUnA (The Mask): | 2. AS=aNIVA (The Mirror): 3. thaaindougivy 4. A2WAU (The Secret): 5. udn (The Trap):
Halo Effect Similarity & Mirroring (Love Bombing): Vulnerability & Reciprocity ST
TUsTWa&d = unidaiio? udoya 1dsausosiu Dopamine Hack idhisoviAsUaoLe 132 “1lauafomaavnu” K3

SNAIULUAYAIS _ “UDAdIWYIBIKADANIAU"

Taloifuivas keaakau
fkikdoilafona:l3t

AuR “Ikidouis1”
TRiawdamsldsunowauto

aSWNIWANUNIKSKS
aswanugdmbuwonidednu

dvgadognduus:nuoisn

IkBolouiws :1dga1eANUEUNUS
IR I 23 T o S o p B e T s X i
asu: 1k8alula1s ncign “Hacl. auavasusivia” TRIawGanWKIL duLDUKEUBUIBUTKIDY #$TTURomanceScam #osnTmeuTanua:mwusnu!m

noush FAKE RICH
Sadfishing

Faith-based

Us=tnnuavlsldoaillas (Social Media Categories)

misdanuvmuanuuznIsioiuta:uwaawasusan (Categorized by Usage and Major Platforms)

@ 1. Social Networking
(1n3atwdvAundu)

wiumsidoudoynna
(Connecting People)

) Linked

aswlusTwa idoufoviounasindotnemvssiio
(Create profiles, connect friends and business networks).

4. Messaging Apps
?Q (naunsn)

iiumsdoansasudoxsondula
(Private/Group Chat)

KUIKQ: ndudoniBuithknekaniuniskaanasn
(Note: Often a primary target for scams).

>] 2. Media Sharing Networks
(iuutvluds)

wiusumwua:3aloukan
(Sharing Photos/Videos)

N>

iwaawasudksuimenwsidordotadiide
(Platforms for publishing multimedia content).

5. Consumer Review Networks
(832duA1/usn1s)

nuoduds:aumsainafkaziuu
(Share Experiences & Ratings)

2 @

JoyadsoniovasTumsdaaufoiodudkiousms
(Review data to aid purchasing decisions).

wiumsdvns:juazuaniasunduAaiku
(Topics & Discussions)

) reddit pinpp QuUOTA

\ (Online communities for Q&A and topic discussions). )

[S]Z] 6. Interest-based Networks

(3 (sounduaiundiuaulo)

sounguauANuauldaw:
(Grouped by Specific Interests)

ireads €@ piscord

isouleoaunivuadisnkSonuaulideanu

(Connect people with shared hobbies or interests)

mwsaus:uulinadadonuaaulati (Overview of the Social Media Ecosystem) - 2024

Us:innyaviioukaf (Dating App Categories)

msdanuvauanuauznisidoiuna:nwaawasukan (Categorized by Usage and Major Platforms)

1. Swiping & Casual Dating
(1Gunstanazkignuuauies)

iiumsdadutoi$oongulusTwa
(Quick decisions based on profiles)
Hinge
Tinder Bumble Hinge
@ 4. Asian & International Popular
(vaatsululpidena:aina)

nwaawasuiteuTunimaioidy
(Platforms popular in Asian regions)

6 TanTan l_ﬁ“

TanTan Momo Paktor

2 2 2. Serious Matchmaking
% (K1A9SLIV/aS1VASDUASI)

wunwiAuldia:doyaa:idea
(Focus on compatibility and detailed info)

matc v (okcupid;
eharmony

Match eharmony OkCupid
Video & Live-Streaming
Galonaslawaa)

wiumsldaaunuddlona:aiwnaaaa
(Focus on video interaction and live streaming)

MeetMe Badoo

saunguaudaanunikSonnwauto
(Grouped by identity or specific interests)

christian
mingle.

Christian

Grindr  HER  JDate Mingle

6. Slow Dating & Connection
(IGupruMWLINNIIUSU)
ShiasuougAnu:trdasu
(Limits daily matches for quality)
The
LEAGUE

Once The League |

Coffee el
Coffee Meets
Bagel

MWSOUS:UUTIDANDUKIA (Overview of the Dating App Ecosystem) - 2024
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Relationship and Trust Fraud

@

materialgirlsxxinmaterialworld @

|
3,817 15K 408
Posts  Followers Following

wed by teekidkid, t

Following v

~Sg—

szanlduy

P - -
11 L2iaies

Phony Profile
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: (Domain Name Verification)
< aOlﬂOmSlmSHaUOlla (HTTPS) Fonamaznavav URL agvazidga

(1s29dau31 URL BUGUd)e https /[ wazduanuad 4 . ltu google.com nu g00gle.com
sUntuuRaan naunsanuagaé'mtglaua o e e . WWallovAunisandukiio Phishing Website
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4. msonmsnnn
L uazUs=3anisisviu

3. ﬂ'IS‘\')CIﬂ’ISHDUUU‘\U
(Browser Extensmns)

Gadolaw: aouumunondumn
Official Store it wazauduyene
douvenenlusonkSalulalioannui

an Cache, Cookies ua: Session msw1§s~UUlUuUsm .
loslawn: lUOTUO1Un0UW3lGOSH181SN HSOF\OUWDlODSﬁTUSOUﬂUNau

AZauUasansIsuaunAn!
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p:QNavINNWNI3u RAM (Memory) ua\)msa\mansn
Zuzs:)\)l:)awnaqtu RAM  dayaskaniutuo:aglusUuuuio Aoy
sssua (Plain Text) WIGIThsKaTS

wouludhAcundovifianaudvo:lau Hack 16:

wonnos Tawwnsa dvshaniuoonluoins:g:lnaldnuntwe oA
1S5 Edge
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Dump) oonlUla
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InPrivate browsing

InPrivate browsing
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ADSIBVIU Browser tulhua Safe Web Browsing

 TyduRnUs:3amsnovoldu

« TyounnAnAuamlBsaduUNISIWGs:uuU

« TuyounndoyanmsnsonwosSuua:sKaWIu

« uLgNMSsNIvIUDDNDINGdUYENgUUanNUaou

Incognito mode
uauuulus:ydoau

A\ vonassz3otwuidu (ThuanwdudsudsliilaUavriu 100%)
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JOlRs: uummsauuauav:msnaann\)huo
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User Website

Attacker
Man in the middle
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1. penlBsKadvdudnisvviu: sﬁaw‘wua‘r’m@mﬁﬁodma’ao Wi-
Fi (Router) Uno:10u admin/admin tJasunufdvucsuusn

2. avshaniu Wi-Fi tThiar91n: 9100810009 12 Ad9NUS WaU
ADlayla:pNUSWIAL (2818lUDSINS KSodulna)

3.Wa Wi-Fi &wsuguudou (Guest Wi-Fi): oatwouuiuiu 18
1BouciD¥ovl IWDIyNUNSNIUDVIWDUDDNDINAS NADVIVDS
Ua KSoADUWILCIDSMLIUUDYOLS)

4.Uas:=uu WPS: Junawsoucauvuviga (WPS) uunaov Wi-Fi
Ao LIKDNUDTNINDSBDUIBIDI:SKaWIu thualbUananunda
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2envlslutrlauusn?

« Mumssnssumstou: (UwuaUsunms Thloudu Tunsantay
vastasqaucu:tsoucio Wi-Fi ws

-+ 15 VPN zs:waanuaua rInoJudovoniviu tKiWdauwoaU VPN
lwaaswonaa\)uauanluwshaUaaona

. Uas:uuildoudosalula (Auto-Connect): AvAidofio/
luagnluthuouco Wi-Fi aisistuziovlidolaunWiu
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1. MsuSmsdamMsdnsua:nsduguddau
........ (Authentication & Access Control)
2. MsuanAsaugiBoiu (Network
Segmentation)
s 3. mMsodlaatwsuwosua:was (Firmware &
ooooooo Patch Management)
4. mstuskavoya (Data Encryption)
5. Msmrualasvasivuazuasoonivniu
Ddu (Hardening & Service
Minimization)

NIST CYBERSECURITY FRAMEWORK
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mSlé’anz‘;E)E),UnSfu' loT (Internet of Things)

"aua.uusunnuuuana (Brand & Ecosystem) ]
uumauomun:*nudaaanu' ldoNSIWAIKSDULUSUQN
uuanun Ddovnivdaciadatou hamaa\)atmsru
Iumuuswmnnwodnmnluus uvawwam
aatus-uuuwn (Ecosystem) vIasYu: aUnsrun
soVSULWAOWDSUKAN LU Google Home, Apple
Home, Samsung SmartThings nSouaUgoalsu
o810 Tuya/Smart  Life  Uno:Wiumsasoodou
uiasgiuAdwdananalus:Quklo
uovmilali "Matter”: KnnaunsaisovsSuu1ASTIU
Matter D:¥281590A2WUaDANY NISAIVIUSOUMU
S:KI10UUSUA uaNmstBauciatudiuldiatosgoiu

works
with

ax Matter

alcxw Q

works with
Google Home

oooooooo

Apple Home

works with
% SmartThings



mSlé’anz‘;E)E),UnSfu' loT (Internet of Things)
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LDAIWANQUIVNEDY KSDDIUSIWA:IDYATUA TAUDVK)
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*  MSWNSKATDYA (Encryptlon) Ao AES-128,
AES-256, TLS néo HTTPS lwalhuula:nuaua
mw hsamaoo:lugnnnoushmmmo

* End-to-End Encryption (E2EE) laglawn: naov
JvdsUQ KSD nsoUs.n mslaannu E2EE &v
huwn:numuumsnmuunomeo UWIUCWIKUSMS
Aa1DANuoUQlUla

*  vIASTU W|-F|. aUnsmma\)saosu WPA2 3ulu
(nSo WPA3 o: onao) IunasuaaUnsmnsaosuun
s:uu WEP wwsi:ugnviguin

WPS WPA

M

WPA2
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